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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF TEXAS

MARSHALL DIVISION
HAMILCAR BARCA IP LLC, §
§
Plaintiff, § Civil Action No.
§
\Y% § JURY TRIAL DEMANDED
§
LENOVO GROUP LTD., §
§
Defendant. §

COMPLAINT FOR PATENT INFRINGEMENT

Plaintiff Hamilcar Barca I[P LLC (“Hamilcar” or “Plaintiff”), by and through its attorneys,
for its Complaint against Defendant Lenovo Group Ltd. (“Lenovo” or “Defendant”), and
demanding trial by jury, hereby alleges, on information and belief regarding the actions of Lenovo
and third parties and on knowledge regarding its own actions, as follows!:

I. NATURE OF THE ACTION

1. This is an action for patent infringement arising under the patent laws of the United
States, 35 U.S.C. § 1 et seq., including 35 U.S.C. §§ 271, 281, 283, 284, and 285, to obtain damages
resulting from Defendant’s unauthorized making, using, selling, offering to sell, and/or importing
into the United States of products, methods, processes, services, and/or systems that have infringed
Plaintiff’s United States patents, as described herein.

2. Hamilcar in 2021 acquired a portfolio of patents originally developed by MediaTek

relating to inventions by MediaTek Inc. in the 2000s—inventions that have since been growing in

! This Complaint is essentially identical to Hamilcar’s Complaint filed last night in Civil Action No. 2:26-cv-00600-
JRG-RSP. Counsel for Lenovo has asserted that the earlier Complaint, now dismissed, was filed prematurely.
Plaintiff disagrees and reserves all rights but, to avoid unnecessary disputes, now files this new Complaint after
midnight, Eastern Time.
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popularity and concomitant value. Hamilcar contacted Lenovo about its infringement of the patents
in 2023, offering to discuss the matter and a potential patent license. Hamilcar has sought to resolve
this matter without litigation but is now left with no choice but to seek judicial relief.

3. Plaintiff seeks past damages and prejudgment and post-judgment interest for
Defendant’s infringement of the Asserted Patents, as defined below.

II. THE PARTIES

4. Plaintiff Hamilcar Barca IP LLC is a limited liability company organized and
existing under the laws of the State of Texas, with its principal place of business located at 5204
Bluewater Drive, Frisco, Texas 75036.

5. Hamilcar is the owner of the entire right, title, and interest in the Asserted Patents,
as defined below, including the right to sue for and collect all damages and to seek and obtain any
other relief for infringement.

6. Defendant Lenovo Group Ltd. is a foreign company organized and existing under
the laws of China, with its headquarters at 23rd Floor, Lincoln House, Taikoo Place, 979 King’s
Road, Quarry Bay, Hong Kong S.A.R. of China. Lenovo does business in Texas and in the Eastern
District of Texas, directly or through intermediaries, such as its wholly owned subsidiaries. Lenovo
is responsible for importing, making, marketing, distributing, offering for sale, and/or selling
Lenovo-branded products in the United States (directly or through its wholly owned subsidiaries),
including in this District.

7. Lenovo induces its subsidiaries, affiliates, retail partners, and customers in the
making, using, selling, offering for sale, and/or importing throughout the United States, including
within this District, of infringing products and places such products into the stream of commerce
via established distribution channels knowing or understanding that such products would be sold

and used in the United States, including in the Eastern District of Texas. For example, Lenovo
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sells and offers to sell its products through its websites, including Lenovo.com, which may be
accessed throughout the United States, the State of Texas, and this District. Additionally, Lenovo
has authorized sellers and sales representatives that offer for sale and sell its products throughout
the State of Texas and to consumers throughout this District.

8. Lenovo maintains a corporate presence in the United States via at least its wholly-
owned subsidiaries, including Lenovo (United States) Inc. (“Lenovo US”) and Lenovo Global
Technology (United States) Inc. (“Lenovo Tech”). Lenovo is believed to hold 100% of the issued
capital shares of each of Lenovo US and Lenovo Tech. Lenovo, Lenovo US, and Lenovo Tech are
herein referred to collectively as the “Lenovo Group.”

9. Lenovo US is a corporation organized and existing under the laws of Delaware,
with a corporate headquarters located at 1009 Think Place, Morrisville, NC 27560. Lenovo US is
registered to do business in the State of Texas.

10.  Lenovo Tech is a corporation organized and existing under the laws of Delaware,
with a corporate headquarters located at 1009 Think Place, Morrisville, NC 27560. Lenovo Tech
is registered to do business in the State of Texas.

11.  Lenovo and its U.S.-based subsidiaries (which act as part of a global network of
sales and manufacturing subsidiaries) operate as agents of one another and vicariously as parts of
the Lenovo Group to work in concert together. At the direction and control of Lenovo, the U.S.-
based subsidiaries (including but not limited to Lenovo US and Lenovo Tech) make, use, import,
offer to sell, and/or sell products that infringe the Asserted Patents, including in the State of Texas
and this District. Lenovo, alone and through its U.S.-based subsidiaries, has derived substantial
revenue from infringing acts in the United States, including from the sale and use of infringing

products.
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ITII. JURISDICTION AND VENUE

12. This action arises under the patent laws of the United States, Title 35 of the United
States Code. This Court has exclusive subject matter jurisdiction over this action pursuant to 28
U.S.C. §§ 1331 and 1338(a).

13.  This Court has personal jurisdiction over Lenovo because, directly or through
wholly-owned and controlled subsidiaries, Lenovo has committed acts within the Eastern District
of Texas giving rise to this action and/or has established minimum contacts with the Eastern
District of Texas such that the exercise of jurisdiction would not offend traditional notions of fair
play and substantial justice. Lenovo, directly or through its subsidiaries, purposefully and
voluntarily placed infringing products into the stream of commerce with the knowledge and
intention that they would be purchased and used by consumers in this District. District Courts in
Texas have repeatedly concluded that Lenovo is subject to personal jurisdiction in the State of
Texas. See ACQIS LLC v. Lenovo Grp. Ltd., 572 F. Supp. 3d 291, 307 (W.D. Tex. 2021) (“this
Court finds that the exercise of personal jurisdiction over [Lenovo Group Limited] is both
reasonable and fair.”); see also AX Wireless LLC v. Lenovo Grp. Ltd., No. 2:22-cv-00280-RWS-
RSP, Dkt. No. 110 (report and recommendation) (E.D. Tex. Sept. 6, 2023) (“exercising personal
jurisdiction [over Lenovo Grp. Ltd.] would not offend traditional notions of fair play and
substantial justice.”); Universal Connectivity Techs. Inc. v. Lenovo Grp. Ltd., No. 2:23-cv-00449-
JRG, Dkt. No. 47 (Mem. Op. & Order) (E.D. Tex. Oct. 17, 2024) (denying Lenovo Group Ltd.’s
motion to dismiss for lack of personal jurisdiction).

14.  Alternatively, this Court has personal jurisdiction over Lenovo under Federal Rule
of Civil Procedure 4(k)(2), because Plaintiff’s claims arise under federal law, Lenovo is not subject
to jurisdiction in any state’s courts of general jurisdiction, and exercising jurisdiction is consistent

with the United States Constitution and laws.
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15.  Venue is proper in this District under 28 U.S.C. § 1391(c) as to Lenovo because it
is a foreign corporation organized under the laws of China, and suits against foreign entities are
proper in any judicial district. See 28 U.S.C. § 1391(c)(3); In re HTC Corp., 889 F.3d 1349 (Fed.
Cir. 2018) (the patent venue statute, 28 U.S.C. § 1400(b), does not apply to foreign defendants,
which may be sued in any judicial district).

IV. THE ASSERTED PATENTS

16.  Plaintiff alleges that Defendant has infringed the following United States patents
(collectively, the “Asserted Patents™):

United States Patent No. 8,086,938 (the “’938 Patent”) (Exhibit A); and
United States Patent No. 8,407,783 (the ‘783 Patent”) (Exhibit B).

17. Hamilcar is the owner of all right, title, and interest in and to each of the Asserted
Patents, including the right to sue for and recover all past, present, and future damages for
infringement.

18.  The 938 Patent expired on May 11, 2026. Accordingly, with respect to the 938
Patent, Plaintiff seeks past damages for Defendant’s infringement occurring before expiration,
together with prejudgment and post-judgment interest and costs, and does not seek injunctive relief
as to the *938 Patent.

COUNT ONE
INFRINGEMENT OF U.S. PATENT NO. 8,086,938

19.  Plaintiff incorporates by reference the allegations in all preceding paragraphs as if
fully set forth herein.
20.  The ’938 Patent, entitled “Method for Processing Noise Interference,” was filed on

December 19, 2007 and claims priority to a Taiwan patent application filed on April 22,2004. The
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’038 Patent was duly and legally issued by the United States Patent and Trademark Office on
December 27, 2011, and was originally assigned to MediaTek Inc.

21.  The ’938 Patent is directed to patent-eligible subject matter and is valid and
enforceable.

Technical Description and Background

22.  The ’938 Patent is directed to a method for processing noise interference according
to an error feedback mechanism of a Serial Advanced Technology Attachment (“SATA™). 938
Patent at 1:15-26.

23.  As the ’938 Patent explains, prior art SATA specifications specify a resending
mechanism in which nearly all Frame Information Structures (“FIS”) are resent to prevent error
caused by noises. 938 Patent at 1:57-2:29. However, the data FIS is not protected by this
resending mechanism because “the data FIS is not resent” in the event of data error. /d. at 2:29—
33. As aresult, “the error data may be received,” and in more serious instances, “some portions of
primitives [(i.e., types of data control codes)] may be mistaken as data bits, thereby making the
number of data sets to be sent to the device greater than it should be” and potentially halting the
system. /d. at 2:33-37.

24.  To overcome these and other problems, the 938 Patent utilizes “a method for
processing noise interference in order to prevent the system from being stopped when the data FIS
is interfered by noises.” 938 Patent at 2:48-51. The method “utilizes the ATA/ATAPI error
feedback mechanism to overcome the problem of system halt caused by noise interference when
the data FIS is being sent.” Id. at 3:41-44.

25. Claim 1, for example, includes a “type detecting step for detecting whether an FIS

(Frame Information Structure) is a data type FIS” and a “responding step for asserting the CHECK
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bit of the ATAPI Status Register when the FIS is data type.” These steps are part of the process
useful to overcome problems caused by noise interference when the FIS is a data type FIS.

Direct Infringement

26. Defendant, without authorization or license from Plaintiff, has directly infringed
the *938 Patent, either literally or equivalently, as infringement is defined by 35 U.S.C. § 271,
including through the making, using (including for testing purposes), importing, distributing,
selling, and/or offering for sale of electronic devices and products that infringe one or more claims
of the 938 Patent. Defendant is thus liable for direct infringement pursuant to 35 U.S.C. § 271.

27.  Exemplary infringing products include, but are not limited to, any Lenovo device
or system implementing SATA III (also known as SATA Revision 3.0) or later, including but not
limited to Lenovo drives and other systems and devices having a Serial ATA Revision 3.0 or later
interface, hereinafter the “’938 Accused Products.”

28.  Plaintiff names these exemplary infringing instrumentalities to serve as notice of
Defendant’s infringing acts, but Plaintiff reserves the right to name additional products, known to
or learned by Plaintiff or revealed during discovery, and to include them more specifically in the
definition of the *938 Accused Products.

29.  As a specific, nonlimiting example, Defendant is liable for direct infringement
pursuant to 35 U.S.C. § 271 for the use of devices that utilize the SATA 3.0 interface—for
example, the Lenovo ThinkPad 512GB 2.5 Solid State Drive, hereinafter the “’938 Exemplary
Accused Product.” Use of the 938 Exemplary Accused Product met all limitations of at least claim
1 of the *938 Patent, either literally or under the doctrine of equivalents, as demonstrated in the

attached claim chart marked as Exhibit C.
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Indirect, Induced, and Contributory Infringement

30. Defendant, directly and/or through its subsidiaries, affiliates, agents, and/or
business partners, has committed acts of indirect infringement of at least one claim of the *938
Patent, pursuant to 35 U.S.C. §§ 271(b) and (c), by actively inducing or contributing to the acts of
direct infringement performed by others in the United States, the State of Texas, and the Eastern
District of Texas.

31. Defendant, through affirmative acts, has induced its distributors, manufacturers,
testers, customers, and/or end users, such as designers and end users of the *938 Accused Products,
to directly infringe the 938 Patent by using the *938 Accused Products, with the specific intent to
induce acts constituting infringement, and knowing that the induced acts constitute patent
infringement, either literally or equivalently.

32.  Defendant has knowingly contributed to direct infringement by its customers
through affirmative acts and by having made, imported, sold, and/or offered for sale within the
United States the 938 Accused Products, which are not suitable for substantial non-infringing use
and which are especially made or especially adapted for use by its customers in an infringement
of the 938 Patent.

33. The affirmative acts of inducement by Defendant include, but are not limited to,
any one or a combination of: (i) designing infringing devices for manufacture according to
specification; (ii) collaborating on and/or funding the development of the infringing devices and/or
technologys; (iii) soliciting and sourcing the manufacture of infringing devices; (iv) licensing and
transferring technology and know-how to enable the manufacture of infringing devices; (v)
enabling and encouraging the use, sale, or importation of infringing devices by its customers; (vi)
advertising the infringing devices and/or technology; and (vii) providing data sheets, technical

guides, demonstrations, software and hardware specifications, installation guides, product
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specifications, user manuals, marketing materials, and instructions, including on Defendant’s
website.

34.  Defendant has contributed to the direct infringement of the 938 Patent by its
customers and other third parties; and Defendant, its customers, and other third parties have
directly infringed.

35.  As aresult of Defendant’s infringement, Plaintiff has suffered monetary damages
and is entitled to an award of damages adequate to compensate it for such infringement which, by
law, can be no less than a reasonable royalty, together with interest and costs as fixed by this Court
under 35 U.S.C. § 284.

Willful Infringement

36.  Defendant has had actual knowledge of the *938 Patent and its infringement thereof
at least as of receipt of Plaintiff’s notice letter dated October 16, 2023.

37. On information and belief, Defendant has numerous lawyers and other active agents
who regularly review patents and published patent applications relevant to technology in the fields
of the Asserted Patents.

38.  Defendant or a related entity has been issued numerous patents, many of which are
patents prosecuted in the USPTO in the same technology area as the *938 Patent, giving Defendant
intimate knowledge of the art in fields relevant to this civil action. The timing, circumstances, and
extent of Defendant obtaining actual knowledge of the *938 Patent prior to the commencement of
this lawsuit will be confirmed during discovery.

39.  Since at least October 16, 2023, when Defendant was expressly notified of its
infringement, Defendant’s infringement of the 938 Patent was either known or was so obvious
that it should have been known to Defendant. Notwithstanding this knowledge, Defendant

knowingly or with reckless disregard infringed the 938 Patent and continued to commit acts of
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infringement despite being on notice of an objectively high likelihood that its actions constituted
infringement of Plaintiff’s valid patent rights, either literally or equivalently.

40.  Defendant is therefore liable for willful infringement, and Plaintiff accordingly
seeks enhanced damages pursuant to 35 U.S.C. §§ 284 and 285.

COUNT TWO
INFRINGEMENT OF U.S. PATENT NO. 8,407,783

41.  Plaintiff incorporates by reference the allegations in all preceding paragraphs as if
fully set forth herein.

42.  The 783 Patent, entitled “Computing System Providing Normal Security and High
Security Services,” was filed on June 17,2010 and was duly and legally issued by the United States
Patent and Trademark Office on March 26, 2013, and was originally assigned to MediaTek Inc.

43.  The °783 Patent is directed to patent-eligible subject matter and is valid and
enforceable.

Technical Description and Background

44.  The ’783 Patent is directed to “computing systems providing normal security
services and high security services with efficient resource utilization.” *783 Patent at 1:8—10.

45.  The *783 Patent explains that in many modern electronic devices, “two isolated
operating environments are required for maintaining system security.” 783 Patent at 1:12-16.
Some services, such as “making a phone call and playing java games|[,] may operate in a normal
security environment.” Id. at 1:17-19. However, some activities such as transacting with credit
cards online or e-banking services may require higher security in order to protect sensitive personal
information. Id. at 1:19-25.

46.  The prior art relies on the TrustZone hardware architecture, developed by ARM,

that uses a single processor core to provide both normal and high security environments, which
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reduces silicon size, manufacturing costs, and power consumption compared to solutions with
separate cores. *783 Patent at 1:26-33. It switches between normal and high security states in a
time-sliced manner to isolate sensitive data from potential threats. Id. at 1:33—40. However, the
design at that time led to low utilization of resources dedicated to high security, as these resources
are rarely used. Id. at 1:41-45. To improve resource usage, the processor may switch frequently
between security states, but this increases latency and power consumption due to the switching
process. Id. at 1:45-53.

47.  The *783 Patent simultaneously reduces switching of security environments while
increasing utilization of hardware resources by allowing the processor to switch between normal
and high security states and assigning user access rights to requests based on these states and the
protection level of the computing system. ’783 Patent at 1:62—67, 6:51-57. In the high security
state, user access rights grant permission to use hardware resources, which have been organized
into different security levels, at a higher security level compared to the normal state. Id. at 1:67—
2:3. The access right checker evaluates whether the request has the necessary authorization to
access the required resources based on the assigned user access rights and the security levels of
the resources. Id. at 2:3-7. If the request is authorized, it is allowed to execute; if not, an exception
is triggered. 1d. at 2:7-12.

Direct Infringement

48.  Defendant, without authorization or license from Plaintiff, has directly infringed
and continues to directly infringe the 783 Patent, either literally or equivalently, as infringement
is defined by 35 U.S.C. § 271, including through making, using (including for testing purposes),
designing, manufacturing, importing, distributing, selling, and offering for sale electronic devices
and products that infringe one or more claims of the *783 Patent. Defendant is thus liable for direct

infringement pursuant to 35 U.S.C. § 271.
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49. Exemplary infringing products include, but are not necessarily limited to, the
ARMvV8-A-compliant data or central processing units, and other systems and devices made,
imported, or sold by Lenovo implementing the ARMvS8-A or later architecture (e.g., ARMv9-A)
(the “’783 Accused Products”). These include, for example, Lenovo servers and other systems and
devices implementing the ARMv8-A or later architecture, including but not necessarily limited to
those with one or more ARMvS8-A or later compliant CPUs.

50.  Plaintiff names these exemplary infringing instrumentalities to serve as notice of
Defendant’s infringing acts, but Plaintiff reserves the right to name additional infringing products,
known to or learned by Plaintiff or revealed during discovery, and to include them more
specifically in the definition of the *783 Accused Products.

51.  As another specific, nonlimiting example, Defendant is liable for direct
infringement pursuant to 35 U.S.C. § 271 for the manufacture, use, sale, offer for sale, importation,
or distribution of integrated circuit devices and systems implementing the ARMvS8-A or later
architecture, such as the Lenovo ThinkPad T14s Gen 6, hereinafter the “’783 Exemplary Accused
Product.” The *783 Exemplary Accused Product meets all limitations of at least claim 1 of the
’783 Patent, either literally or under the doctrine of equivalents, as demonstrated in the attached
claim chart marked as Exhibit D.

Indirect, Induced, and Contributory Infringement

52. Defendant, directly and/or through its subsidiaries, affiliates, agents, and/or
business partners, has committed and continues to commit acts of indirect infringement of at least
one claim of the ’783 Patent, pursuant to 35 U.S.C. §§ 271(b) and (c), by actively inducing or
contributing to the acts of direct infringement performed by others in the United States, the State

of Texas, and the Eastern District of Texas.
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53. Defendant, through affirmative acts, has induced its distributors, manufacturers,
testers, customers, and/or end users, such as designers and end users of devices and products
implementing the ARMvS8-A or later architecture, to directly infringe the 783 Patent by making,
using, selling, and/or importing the *783 Accused Products, with the specific intent to induce acts
constituting infringement, and knowing that the induced acts constitute patent infringement, either
literally or equivalently.

54.  Defendant has knowingly contributed to direct infringement by its customers
through affirmative acts and by having imported, made, sold, and/or offered for sale within the
United States the *783 Accused Products, which are not suitable for substantial non-infringing use
and which are especially made or especially adapted for use by its customers in an infringement
of the *783 Patent.

55. The affirmative acts of inducement by Defendant include, but are not limited to,
any one or a combination of: (i) designing infringing systems for manufacture according to
specification; (ii) collaborating on and/or funding the development of the infringing systems and/or
technologys; (iii) soliciting and sourcing the manufacture of infringing systems; (iv) licensing and
transferring technology and know-how to enable the manufacture of infringing systems; (v)
enabling and encouraging the use, sale, or importation of infringing systems by its customers; (vi)
advertising the infringing systems and/or technology; and (vii) providing data sheets, technical
guides, demonstrations, software and hardware specifications, installation guides, product
specifications, user manuals, marketing materials, and instructions.

56.  Defendant has contributed to the direct infringement of the 783 Patent by its
customers and other third parties; and Defendant, its customers, and other third parties have

directly infringed.
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57.  As aresult of Defendant’s infringement, Plaintiff has suffered monetary damages
and is entitled to an award of damages adequate to compensate it for such infringement which, by
law, can be no less than a reasonable royalty, together with interest and costs as fixed by this Court
under 35 U.S.C. § 284. Plaintiff has incurred and will continue to incur substantial damages,
including monetary damages.

Willful Infringement

58.  Defendant has had actual knowledge of the 783 Patent and its infringement thereof
at least as of receipt of Plaintiff’s notice letter dated October 16, 2023.

59. On information and belief, Defendant has numerous lawyers and other active agents
who regularly review patents and published patent applications relevant to the technology in the
fields of the Asserted Patents.

60.  Defendant or a related entity has been issued numerous patents, many of which are
patents prosecuted in the USPTO in the same technology area as the 783 Patent, giving Defendant
intimate knowledge of the art in fields relevant to this civil action. The timing, circumstances, and
extent of Defendant obtaining actual knowledge of the *783 Patent prior to the commencement of
this lawsuit will be confirmed during discovery.

61.  Since at least October 16, 2023, when Defendant was expressly notified of its
infringement, Defendant’s infringement of the *783 Patent was either known or was so obvious
that it should have been known to Defendant. Notwithstanding this knowledge, Defendant has
knowingly or with reckless disregard continued to infringe the *783 Patent and has continued to
commit acts of infringement despite being on notice of an objectively high likelihood that its
actions constitute infringement of Plaintiff’s valid patent rights, either literally or equivalently.

62.  Defendant is therefore liable for willful infringement, and Plaintiff accordingly

seeks enhanced damages pursuant to 35 U.S.C. §§ 284 and 285.
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V. NOTICE

63.  Plaintiff has complied with the notice provision of 35 U.S.C. § 287 and has not

distributed, sold, offered for sale, or made any patented articles embodying the Asserted Patents.

This notice provision has been complied with by all relevant persons at all relevant times.

64.  Defendant has had actual knowledge of the Asserted Patents and its infringement

thereof at least since receipt of Plaintiff’s notice letter dated October 16, 2023.

VI. JURY DEMAND

65.  Plaintiff demands a trial by jury of all matters to which it is entitled to trial by jury,

pursuant to Federal Rule of Civil Procedure 38.

VII. PRAYER FOR RELIEF

WHEREFORE, Plaintiff prays for judgment and seeks relief against Defendant as follows:

A.

That the Court determine that one or more claims of the 938 Patent has
been infringed by Defendant, literally and/or under the doctrine of
equivalents;

That the Court determine that one or more claims of the 783 Patent has
been and continues to be infringed by Defendant, literally and/or under the
doctrine of equivalents;

That the Court determine that one or more claims of the 938 Patent has
been indirectly infringed by Defendant;

That the Court determine that one or more claims of the 783 Patent has
been and continues to be indirectly infringed by Defendant;

That the Court award damages adequate to compensate Plaintiff for the
patent infringement that has occurred, together with prejudgment and post-
judgment interest and costs, including past damages for infringement of the
’938 Patent occurring prior to its expiration on May 11, 2026;

That the Court find this case to be exceptional pursuant to 35 U.S.C. § 285;
That the Court determine that Defendant’s infringements have been willful;

That the Court award enhanced damages against Defendant pursuant to 35
U.S.C. § 284;
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L That the Court award Plaintiff its reasonable attorneys’ fees; and
J. That the Court award such other relief to Plaintiff as the Court deems just

and proper.
VIII. RESERVATION OF RIGHTS

Plaintiff’s investigation is ongoing, and certain material information remains in the sole
possession of Defendant or third parties, which will be obtained via discovery herein. Plaintiff
expressly reserves the right to amend or supplement the causes of action set forth herein in

accordance with Federal Rule of Civil Procedure 15.
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Dated: July 22, 2026 CT Respectfully submitted,

/s/ Scott W. Breedlove

E. Leon Carter
Icarter@carterarnett.com

Texas Bar No. 03914300

Scott W. Breedlove
sbreedlove(@carterarnett.com

Texas Bar No. 00790361

Omer Salik

osalik@carterarnett.com

Texas Bar No. 24128282

Howard L. Lim
hlim@carterarnett.com

Texas Bar No. 24092701

CARTER ARNETT STAHL + CHO
HERNANDEZ PLLC

8150 N. Central Expressway, 5th Floor
Dallas, Texas 75206

Telephone: (214) 550-8188

Facsimile: (214) 550-8185

ATTORNEYS FOR PLAINTIFF
HAMILCAR BARCA IP LLC
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1
METHOD FOR PROCESSING NOISE
INTERFERENCE

This application is a Continuation of application Ser. No.
11/039,948, filed on Jan. 24, 2005 now U.S. Pat. No. 7,343,
545, and for which priority is claimed under 35 U.S.C. §120;
and this application claims priority of Application No.
093111174 filed in Taiwan, R.O.C. on Apr. 22, 2004 under 35
U.S.C. §119, the entire contents of which are hereby incor-
porated by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The invention relates to a method for processing noise
interference, and more particularly to a method for processing
noise interference according to an error feedback mechanism
of' an ATA/ATAPI (AT Attachment with Packet Interface).

2. Description of the Related Art

The serial ATA (Serial Advanced Technology Attachment,
hereinafter referred to as SATA) is an interface specification
commonly promoted by the companies of APT, Dell, IBM,
Intel, Maxtor, Seagate, etc. The SATA specification is applied
to the transmission interface of a hard disk drive or an optical
disk drive to replace parallel ATA/ATAPI interface that has
been used for a long time. The SATA interface specification
specifies two pairs of differential signal lines to replace the
original 40 or 80 signal lines connected in parallel. Serializing
the original data can reduce the size and voltage and increase
the speed. The specification also introduces some new func-
tions, such as flow control and error resending, to control the
data stream in a simple way.

FIG. 1 is a schematic illustration showing communication
layers in the SATA specification. As shown in FIG. 1, the
SATA interface connects a host 11 to a device 12. The device
12 may be an optical storage device or a hard disk drive, or
other devices with the SATA interface. The communication
layers in the SATA specification include four layers, which
are respectively a first layer (physical layer), a second layer
(link layer), a third layer (transport layer) and a fourth layer
(application layer). The physical layer is responsible for con-
verting digital and analog signals. That is, the physical layer
receives and converts a digital signal sent from the link layer
into an analog signal and sends the analog signal to the other
end. The physical layer also receives and converts the analog
signal, which comes from the other end, into a digital signal
and outputs the digital signal to the link layer. The link layer
encodes and decodes the digital data. That is, the link layer
encodes the data coming from the transport layer and outputs
the encoded data to the physical layer. On the other hand, the
link layer decodes the data coming from the physical layer
and outputs the decoded data to the transport layer. The trans-
port layer constructs and deconstructs the FIS (Frame Infor-
mation Structure). The detailed definition of the FIS can be
found in the SATA specification. The application layer is in
charge of buffer memory and DMA engine(s).

During the serializing process, the sending device converts
the parallel data (e.g., data in bytes or words) into a serial bit
data stream. In addition to the typical data, the SATA speci-
fication defines some data control codes with four bytes,
which are referred to as primitives, for controlling the sending
and power management of the sending device and the receiv-
ing device. For example, a X_RDY primitive (transmission
data ready primitive) represents that the sending device is
ready to send data, and a R_RDY primitive (receiver ready
primitive) represents that the receiving device is ready to
receive data.

20

25

30

35

40

45

50

55

60

65

2

FIG. 2 is a schematic illustration showing a packet sent
through the SATA interface. Two devices communicate with
each other to send the packet according to the X_RDY primi-
tive (transmission data ready primitive) and the R_RDY
primitive (receiver ready primitive). Then, the sending side
sends a packet content, which is packed by a SOF primitive
(start of frame) and an EOF primitive (End of frame). After
the packet content is sent completely, the sending side sends
a WTRM primitive (wait for frame termination primitive). If
there is no any error about the CRC (Cyclic Redundancy
Check) check in the link layer, the receiving side responds
with a R_OK primitive (reception with no error primitive)
after it receives the WTRM primitive. If there is an error about
the CRC check, the receiving side responds with a R_ERR
primitive (reception error).

The FIS is for transferring the task file register and data.
Two examples will be described in the following. FIG. 3 is a
schematic illustration showing a task file register FIS from a
host to a device. That is, a task file register written from the
host to the device is shown in FIG. 3. FIG. 4 is a schematic
illustration showing a data FIS from the host to the device or
from the device to the host. That is, the data sent from the host
to the device or from the device to the host is shown in FIG. 4.

In order to prevent the error caused by noises, the SATA
specification specifies a resending mechanism. Almost all
type of FISs (e.g., Register-Host to Device FIS or Set Device
Bits-Device to Host FIS) are resent when a R_ERR primitive
was received so as to ensure that the receiving device can
receive the correct control information. However, the data FIS
does not have this protection mechanism. When the data error
occurs, the device cannot be protected by the resending
mechanism under the condition of noise interference because
the data FIS is not resent. Thus, the error data may be
received. In a more serious condition, some portions of primi-
tives may be mistaken as data bits, thereby making the num-
ber of data sets to be sent to the device greater than it should
be. In some cases, this error may halt the system.

In addition, in the device (e.g., an optical storage device)
using the data FIS to send the ATA/ATAPI CDB (Command
Descriptor Block), the CDB cannot be protected according to
the resending mechanism because the data FIS is not resent.
Thus, the device receives an abnormal control command,
which causes a larger influence than in the case of sending the
normal data using the data FIS.

SUMMARY OF THE INVENTION

Itis therefore an object of the invention to provide a method
for processing noise interference in order to prevent the sys-
tem from being stopped when the data FIS is interfered by
noises.

To achieve the above-mentioned object, the invention pro-
vides a method for processing noise interference. The method
includes the steps of detecting error states by detecting
whether a CRC (Cyclic Redundancy Check) code exists error
or whether an error primitive is received, detecting whether a
FIS (Frame Information Structure) is a data format if there is
an error state and returning back to error state detecting step
if the FIS is not a data format, detecting whether the FIS is a
CDB (Command Descriptor Block) when the FIS is a data
format, and modifying contents of the CDB, and writing a
special mark to the CDB and returning back to the error state
detecting step when the FIS is not a CDB.

The method of the invention further comprises the steps of:
detecting whether a data length of the FIS is correct when the
FIS is not the CDB; adjusting the data length by increasing or
decreasing data of the FIS so as to make the data length of the
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FIS correct when the data length of the FIS is incorrect; and
generating an error CRC code and jumping back to the error
state detecting step.

Further scope of the applicability of the present invention
will become apparent from the detailed description given
hereinafter. However, it should be understood that the
detailed description and specific examples, while indicating
preferred embodiments of the invention, are given by way of
illustration only, since various changes and modifications
within the spirit and scope of the invention will become
apparent to those skilled in the art from this detailed descrip-
tion.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will become more fully understood
from the detailed description given hereinbelow and the
accompanying drawings which are given by way of illustra-
tion only, and thus are not limitative of the present invention.

FIG. 1 is a schematic illustration showing communication
layers in the SATA specification.

FIG. 2 is a schematic illustration showing a FIS sent
through the SATA interface.

FIG. 3 is a schematic illustration showing a task file register
FIS from a host to a device.

FIG. 4 is a schematic illustration showing a data FIS.

FIG. 5 is a flow chart showing a method of the invention for
processing noise interference in an ATA/ATAPI device.

FIG. 6 is a schematic illustration showing definitions of
each bit in an ATAPI Feature Register.

FIG. 7 is a schematic illustration showing definitions of
each bit in an ATAPI Error Register.

FIG. 8 shows definitions of each bit in an ATAPI Status
Register.

FIG.9is a flow chart showing a method of the invention for
processing noise interference in a bridge solution.

DETAILED DESCRIPTION OF THE INVENTION

The invention will be described with reference to the
accompanying drawings. The invention utilizes the ATA/
ATAPI error feedback mechanism to overcome the problem
of'system halt caused by noise interference when the data FIS
is being sent. A native serial ATA device and a bridge solution
may be used according to the real applications. The native
serial ATA device directs to a device having a serial ATA
interface serving as the data transmission interface without
the conversion from the parallel ATA to the serial ATA. The
bridge solution can convert the parallel ATA interface to the
serial ATA interface so as to provide a solution in a transi-
tional stage.

FIG. 5 is a flow chart showing a method of the invention for
processing noise interference in a native ATA/ATAPI device.
The flow chart illustrates the implementation of advanced
processing when there is a CRC error in the link layer or the
link layer receives a R_ERR primitive. The method of the
invention for processing the noise interference will be
described with reference to FIG. 5.

Step S502 is to detect whether the link layer has detected an
error state. The error state includes the CRC error, the receiv-
ing of the R_ERR primitive, or the receiving of the improper
error primitive. If the link layer has not detected any error
state, step S502 is repeated. If the link layer has detected an
error state, the process jumps to step S504.

Step S504 is to judge whether the FIS is a data type FIS. As
shown in FIGS. 3 and 4, the first byte (Byte 0) of each FIS is
the FIS type. If the first byte is 46H, it represents that the FIS
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is a data type FIS, and the process jumps to step S506. If the
first byte is not 46H, the process returns back to step S502.

Step S506 is to judge whether the FIS is an ATAPI packet
command. When the host wants to send the packet command
to the optical storage device, the host firstly sends the task file
register FIS with the command register value of AOH to the
optical storage device. So, when the optical storage device
receives the command register value of AOH, it knows that
there are subsequent 12 bytes of ATAPI packet commands.
The first byte is the operation code, and the subsequent 11
bytes are the supplement data. If the FIS is an ATAPI packet
command, the process jumps to step S516. Otherwise the
process jumps to step S508.

Step S508 is to judge whether the FIS is a DMA (Direct
Memory Access) mode data transfer. FIG. 6 is a schematic
illustration showing definitions of each bit in an ATAPI fea-
ture register. As shown in FIG. 6, bit 0(D0) is the DMA mode.
Thus, whether the DMA mode data transfer exists may be
detected as long as the data of bit 0 of the feature register is
asserted. The definitions and functions of other bits may be
found in the ATAPI specification. If the FIS is not a DMA
mode data transfer, the process jumps to step S516. If the FIS
is a DMA mode data transfer, the process jumps to step S510.

Step S510 is to judge whether there is a request sense
command (packet command with operation code 03h). When
the host wants to send the packet command to the optical
storage device, the host will firstly send the task file register
FIS with the command register value of AOH to the optical
storage device. So, after the optical storage device receives
the command register value of AOH, it knows that there are
subsequent 12 bytes of ATAPI packet command. The first
byte is the command mode, and the subsequent 11 bytes are
the supplement data. When the first byte is 03H, it represents
that the command is a request sense command. So, whether
there is a request sense command can be detected by recog-
nizing whether the first byte of the ATAPI packet command is
03H. If there is not a request sense command, the process
jumps to step S512; or otherwise the process jumps to step
S514.

Step S512 is to set the sense key of the task file register FIS
to OBH and then the process jumps to step S516. FIG. 7 is a
schematic illustration showing definitions of each bit in an
ATAPI error register, wherein D4 to D7 are the sense keys.
There is a conventional way for the parallel ATA device to
deal with the noise interference during the DMA mode data
transmission. When the CRC has errors, the device will set the
sense key to 04H to inform the host. While an exception
exists, when the executing command is the request sense
command, the sense key is set to OBH. The detail definition of
the sense key may be found in the associated ATAPI specifi-
cation.

Step S514 is to set the sense key of the task file register FIS
to 04H and then the process jumps to step S516.

Step S516 is to set the check bit of the status register to 1
and set the ABRT bit of the error register to 1.FIG. 8 shows
definitions of each bit in an ATAPI status register. As shown in
FIG. 8, the bit 0 of the status register is the CHECK bit. As
shown in FIG. 7, the bit 2 of the error register is the ABRT bit.
When the check bit of the status register is 1, it indicates that
an error occurred during execution of the previous command.
The bits in the Error Register contain the Sense Key and
Code. When the ABRT bit of the error register is 1, itindicates
command aborted.

Step S518 is to send back the task file register FIS from the
device to the host, and then the process jumps back to step
S502.
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Therefore, the method of the invention utilizes the ATA/
ATAPI error feedback mechanism to process the noise inter-
ference according to the above-mentioned steps. Because the
ABRT bit of the error register is set to 1 when the data FIS
encounters the noise interference, the device requests the
other side to resent whole FIS so as to effectively eliminate
the problem of system halt caused by the noise interference
when the data FIS is being sent.

The method of FIG. 5 is used in the accessing device that
directly receives the SATA interface signal. The invention
additionally proposes a method of bridge solution to connect
the data accessing device of the parallel ATA interface to the
SATA interface, wherein the accessing device itself only
receives the parallel ATA interface data. FIG. 9 is a flow chart
showing a method of the invention for processing noise inter-
ference in a bridge solution. The bridge solution is disposed
between the serial ATA interface and the parallel ATA inter-
face of a data accessing device (e.g., an optical storage
device). The flow chart is an advanced implementation when
the link layer detects a CRC error or receives the receive-error
primitive. The method of the invention for processing the
noise interference in the bridge solution will be described
with reference to FIG. 9.

Step S902 is to detect whether the link layer has any error.
The error state includes the CRC error, the receiving of the
R_ERR primitive, or the receiving of the improper error
primitive. If the link layer has not detected any error, step
S902 is repeated. If the link layer has detected an error, the
process jumps to step S904.

Step S904 is to judge whether the FIS is a data type FIS. As
shown in FIGS. 3 and 4, the first byte of each FIS is used to
indicate the FIS type. That is, if the first byte is 27H, it
represents that the FIS is a task file register FIS, and the
process jumps back to step S902; and if the first byte is 46H,
it represents that the FIS is a data type FIS, and the process
jumps to step S906.

Step S906 is to judge whether there is a command descrip-
tor block CDB. When the host wants to send the packet
command to the optical storage device, the host will firstly
send the task file register FIS with the command register value
of AOH to the optical storage device. So, after the optical
storage device receives the command register value of AOH, it
knows there are subsequent 12 bytes of ATAPI packet com-
mand. The first byte is the command mode and the subsequent
11 bytes are the supplement data. If there is a CDB, the
process jumps to step S908. If there is not a CDB, the process
jumps to step S910.

Step S908 is to set a special mark in the CDB and then the
process jumps back to step S902. For example, FFH is written
into the CDB.

Step S910 is to detect whether the data length is correct. If
the data length is correct, the process jumps to step S914.
Otherwise, the process jumps to step S912.

Step S912 is to adjust the data length to correct data length
and then the process jumps to step S914. For example, if the
data length is not enough, the insufficient data is added; and if
the data length is too long, the redundant data is discarded.

Step S914 is to judge whether there is a DMA mode data
transfer As shown in FIG. 6, the bit 0 (D0) is the DMA mode.
Thus, whether the DMA mode data transfer exists may be
judged by only checking the data of bit 0 of the feature
register. The definitions and functions of other bits may be
found in the ATAPI specification, If there is not a DMA mode
data transfer, the process jumps to step S902. Otherwise the
process jumps to step S916.

Step S916 is to generate an error CRC code at the parallel
ATA interface, and then the process jumps back to step S902.
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Thus, the existing accessing device with the parallel ATA
interface may be serially connected to the bridge solution, and
the control method of FIG. 9 may be adopted. The accessing
device with the parallel ATA interface can be connected to the
SATA interface via the bridge solution and error information
is added to the parallel ATA interface when the data FIS
encounters the noise interference such that the device could
request the data to be to resent. Thus, the problem of system
halt caused by the noise interference when the data type FIS
is being sent may be effectively solved. In summary, the
method of the invention for processing noise interference in
the bridge solution includes the following steps.

1. When the bridge solution receives the ATAPI CDB data
packet (Data FIS) with noise interference, it sends the CDB
with a special mark to the parallel ATA end, as shown in step
S908, for example. This special mark is defined as abnormal
ATAPI CDB type, so the device sends back the error state
such that the computer resends this data packet (Data FIS).

2. When some primitives are mistaken as data bits because
the data FIS encounters the noise interference, only the
desired number of data sets to be sent is outputted to the
device, as shown in steps S910 and S912, for example.

3. When the data is sent in the DMA mode and the data FIS
encounters the interference because the SATA signal line has
noises, the erroneous CRC is outputted to the device at the
parallel ATA end. Thus, the host is enabled to resend the
original command and information according to the error
state response of the device, as shown in steps S914 and S916,
for example.

While certain exemplary embodiments have been
described and shown in the accompanying drawings, it is to
be understood that such embodiments are merely illustrative
of and not restrictive on the broad invention, and that this
invention not be limited to the specific construction and
arrangement shown and described, since various other modi-
fications may occur to those ordinarily skilled in the art.

What is claimed is:

1. A method for processing noise interference in a data
accessing device with a SATA (Serial Advanced Technology
Attachment) interface, the method comprising:

an error detecting step for detecting whether there isa CRC

(Cyclic Redundancy Check) error, whether an reception
error primitive (R_ERR primitive) is received, whether
an improper primitive is received, or whether a LINK
layer error is detected, and repeating this step if there is
no any error;

a type detecting step for detecting whether an FIS (Frame

Information Structure) is a data type FIS;
a responding step for asserting the CHECK bit of the
ATAPI Status Register when the FIS is data type; and
sending back the response.

2. The method according to claim 1, wherein the respond-
ing step further comprising asserting the ABRT bit of the
ATAPI Error Register.

3. The method according to claim 1, wherein the method is
used in an optical storage device connected to the SATA
interface.

4. The method according to claim 1, further comprising:

an ATAPI (AT Attachment with Packet Interface) packet

command detecting step for detecting whether the FIS is
an ATAPI packet command when the FIS is data type,
and executing the responding step if the FIS is the ATAPI
packet command; and

a DMA (Direct Memory Access) mode data transfer

detecting step for detecting whether there is a DMA
mode data transfer when the data FIS is not the ATAPI
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packet command, and executing the responding step if
there is not a DMA mode data transfer.

5. The method according to claim 4, wherein the method is
used in an optical storage device connected to the SATA
interface.

6. The method according to claim 4, further comprising:

a request sense command detecting step for detecting

whether the present command is a request sense com-
mand when there is a DMA mode data transfer;

setting a sense key of the ATAPI Error Register to 11 and

executing the responding step if the present command is
the request sense command; and

8

setting the sense key of the ATAPI Error Register to 4 and
executing the responding step if the present command is
not the request sense command.
7. The method according to claim 6, wherein the method is
5 used in an optical storage device connected to the SATA
interface.
8. The method according to claim 1, wherein the error state
detecting step is performed in a link layer.
9. The method according to claim 8, wherein the method is
10 used in an optical storage device connected to the SATA
interface.
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COMPUTING SYSTEM PROVIDING
NORMAL SECURITY AND HIGH SECURITY
SERVICES

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to computing systems pro-
viding normal security services and high security services
with efficient resource utilization.

2. Description of the Related Art

In many consumer electronics such as mobile phones,
PDAs, digital cameras, digital media and music players,
handheld game consoles, and computer peripherals (such as
hard drives and routers), two isolated operating environments
are required for maintaining system security.

Normal security services, such as making a phone call and
playing java games may operate in a normal security envi-
ronment. However, when high security services such as
online credit card payments are requested, the normal secu-
rity environment may not satisfy security requirements of
e-banking services. Instead, a high security environment iso-
lated from the normal security environment is required to
handle such high security services in order to prevent infor-
mation theft.

Trustzone hardware architecture, developed by ARM, pro-
vides normal security services and high security services
using a single physical processor core. Because only one
processor core is required in the Trustzone hardware archi-
tecture, silicon size, manufacturing costs, and power con-
sumption of the Trustzone hardware are considerably lower
when compared with solutions using two dedicated processor
cores. To isolate sensitive data from the malicious software
disguised in a normal security environment, the single pro-
cessor core of the Trustzone technique switches between a
normal security state and a high security state to provide a
normal security environment and a high security environment
in a time-sliced fashion, and the hardware resources are
design dedicated to the normal security environment or the
high security environment.

However, the design of dedicated hardware resources
results in low resource utilization. Resources such as file
system, memory, registers, and engine dedicated to the high
security environment are seldom used as the probability of
switching to the high security state is typically low. To
increase the utilization of these dedicated resources, the pro-
cessor may frequently switch between the two security states.
For example, services involve sensitive data or require dedi-
cated hardware resources in a high security environment will
be performed in the high security environment. Frequent
switching of security states occurs. Latency and power con-
sumption caused by switching of security environments are
considerable.

Thus, a way to simultaneously reduce switching of security
environments and increase utilization of hardware resources
is called for.

BRIEF SUMMARY OF THE INVENTION

A computing system and method providing normal secu-
rity services and high security services are provided.

An exemplary embodiment of the computing system com-
prises hardware resources, a processor core and an access
right checker. The hardware resources are grouped into a
plurality of resource security levels. The processor, switching
between a normal security state and a high security state,
assigns auser access right to a request. In comparison with the
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normal security state, user access right assigned in the high
security state further allows the request to use the hardware
resources of a higher resource security level. According to the
assigned user access right and the resource security levels of
required hardware resources of the request, the access right
checker determines whether the request has the authority to
use the hardware resources. When determining that the
request has the authority to use the hardware resources, the
access right checker allows the request to be executed. When
determining that the request does not have the authority to use
the hardware resources, the access right checker responds the
request with an exception.

An exemplary embodiment of the disclosed method com-
prises the following steps. The method first provides hard-
ware resources which are grouped into a plurality of resource
security levels. Then, a user access right is assigned to a
request. The processor core is switched between a normal
security state and a high security state and, in comparison
with the normal security state, user access right assigned in
the high security state further allows the issued request to use
the hardware resources of a higher resource security level. A
determination is made based on the assigned user access right
and the resource security levels of required hardware
resources of the issued request, as to whether the request has
the authority to use the hardware resources. When the request
is determined to have the authority to use the hardware
resources, the request is executed. When the request is deter-
mined to not have the authority to use the hardware resources,
the request is responds with an exception.

A detailed description is given in the following embodi-
ments with reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention can be more fully understood by
reading the subsequent detailed description and examples
with references made to the accompanying drawings,
wherein:

FIG. 1 illustrates an example depicting a concept of hard-
ware resources sharing;

FIG. 2 illustrates a state machine showing a change rule of
the protection level;

FIG. 3 depicts an architecture of the disclosed computing
system,

FIG. 4 introduces an embodiment for implementing the
architecture of the disclosed computing system; and

FIG. 5 depicts the flowchart of a UAR update procedure.

DETAILED DESCRIPTION OF THE INVENTION

The following description is of the best-contemplated
mode of carrying out the invention. This description is made
for the purpose of illustrating the general principles of the
invention and should not be taken in a limiting sense. The
scope of the invention is best determined by reference to the
appended claims.

FIG. 1 illustrates an example depicting a concept of hard-
ware resources sharing.

First, a definition of “Resource Security Level” (abbrevi-
atedto RSL) is introduced. In the computing system disclosed
in the invention, the hardware resources, including the
memory, registers, and hardware datapaths and so on, are
divided into a plurality of groups according to resource secu-
rity levels thereof. As shown in FIG. 1, four resource security
levels—“Strictly Privilege”, “Privilege”, “Limited” and
“Public” (from highest security level to lowest security level)
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are used to classify the hardware resources. Each group con-
tains hardware resources of a corresponding security level.

FIG. 1 further introduces a concept of “User Access Right”
(abbreviated to UAR). When a processor core, switching
between normal and high security states to build normal and
high security environments, of the disclosed computing sys-
tem issues a request, user access right is assigned to the
request to show the available hardware resources of the
request. The scope of the assigned user access rights is depen-
dent on the security state of the processor core, or may further
depend on a protection level of the computing system. Refer-
ring to FIG. 1, scopes 102, 104 . . . 112 show several user
access right options when the processor core is switching
between the normal security state and the high security state
and the protection level is switching between the “Whole
Protected”, “Partial Protected” and ‘“No Protected” levels.

For example, when the computing system is in the “Whole
Protected” level and the processor core is in the normal secu-
rity state, user access right assigned to each request issued
from software codes covers the scope 102. Thus, only the
hardware resources with the “Public” resource security level
are available to the issued request. If the processor core is
switched to the high security state and the protection level of
the computing system is not changed (maintained at the
“Whole Protected” level), user access right assigned to the
issued request covers the scope 108 rather than the scope 102,
to allow the issued request to further gain access to the hard-
ware resources of a higher resource security level (scope 108
includes any available hardware resources belonged to the
“Public” resource security level as well as the “Limited” and
“Privilege” resource security levels).

Comparing the scopes 102 and 108 defining the user access
right, the hardware resources of the “Public” resource secu-
rity level are shared between the normal security environment
and the high security environment while the hardware
resources of “Limited” and “Privilege” resource security lev-
els are limited to the high security environment. Thus, sensi-
tive data, contained in the “Limited” and “Privilege” hard-
ware resources, are protected from malicious software of the
normal security environment, and the “Public” hardware
resources containing no sensitive data are efficiently shared
by the normal and high security environments. The disclosed
hardware resource sharing embodiments increase utilization
of hardware resources.

The concept introduced in FIG. 1 also considerably
reduces the redundant switching of security environments.
For example, when required hardware resources of a request
all belong to the “Public” resource security level, no matter
what security state the processor core is in, no switching of
security environments is required because the required hard-
ware resources are available in both the normal security and
high security environments. Thus, the frequency for switch-
ing of security environments can be reduced, and time latency
and power consumption caused by frequent switching of
security environments are eliminated.

This paragraph discusses the protection level introduced in
FIG. 1. A manufacturer may use a multi-purpose product to
produce services of different security levels (for example,
using the same hardware architecture to produce gaming,
mobile phone call, or e-commerce services of different secu-
rity levels). The introduced protection level is configured
according to the security level requirement of the product, and
it also affects the scope of user access right. In FIG. 1, there
are three options for the protection level setting, from the
highest security level to the lowest security level, they are
“Whole Protected”, “Partial Protected” and “No Protected”
levels. The greater the protection level is, the less the hard-
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ware resources can be accessed. For example, when the pro-
cessor core is in the normal security state, the UAR scope 106
for the “No Protected” level is greater than UAR scope 104
for the “Partial Protected” level, and the UAR scope 104 for
the “Partial Protected” level is greater than the UAR scope
102 of the “Whole Protected” level. Note that different pro-
tection levels may have the same scopes of UAR in some
specific cases. As shown in FIG. 1, when the processor core is
in the high security state, the UAR scope 112 for the “No
Protected” level is greater than the UAR scope 110 for the
“Partial Protected” level while the UAR scope 110 for the
“Partial Protected” level equals to the UAR scope 108 of the
“Whole Protected” level.

Note that classification of the resource security levels and
the protection levels and determination of the UAR scopes
shown in FIG. 1 are not intended to limit the scope of the
invention. The amount of the resource security levels and
protection levels and the options for UAR may be different
from those shown in FIG. 1.

In an embodiment, the protection level of a computing
system is extremely sensitive and should be stored in a reg-
ister (named protection level register) of the “Strictly Privi-
lege” resource security level. To avoid falsification, the set-
ting of the protection level register may be limited during a
security booting procedure of the computing system while the
processor core is in the high security state. In other embodi-
ments, the value stored in the protection level register may be
changed in the run-time. FIG. 2 shows a change rule of the
protection level. The disclosed protection level register is
allowed to be changed from a higher security level to a lower
security level only when the processor core is in the high
security state, but is allowed to be changed from a lower
security level to a higher security no matter what security
state the processor core is in. Referring to FIG. 2, to down-
grade the protection level from the “Whole Protected” level
202 to the “Partial Protected” 204 or to the “No Protected”
level 206, or from the ‘“Partial Protected” level 204 to the “No
Protected” level 206, the processor core has to be in the high
security state to execute corresponding high security applica-
tions (APs). Oppositely, to upgrade the protection level, from
the “No Protected” level 206 to the “Partial Protected” level
204 or to the “Whole Protected” level 202, or from the “Partial
Protected” level 204 to the “Whole Protected” level 202, the
processor core is not limited to be in the normal or high
security environment. The protection level upgrade can be
achieved by either normal security APs or high security APs.

Note that when the protection level is changed, the initially
isolated hardware resources may be released to be available to
the issued request so that the sensitive data contained in the
released hardware resources may be exposed. Thus, context
management techniques are disclosed, which store and
restore context of released or isolated hardware resources
when the protection level stored in the protection level regis-
ter is changed. The released hardware resources were initially
forbidden from the issued request before the protection level
was switched to a lower security level, and the isolated hard-
ware resources were initially available to the issued request
before the protection level was switched to a higher security
level. Note that in some embodiments, the protection level of
aproduct is configured at manufactory and cannot be changed
in boot time or run-time.

FIG. 3 depicts the architecture of the disclosed computing
system. As shown, the hardware resources 302 of the com-
puting system 300 are equipped with resource security level
(RSL) recording registers 304. The RSLs (for example, the
“Strictly Privilege”, “Privilege”, “Limited” and “Public” lev-
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els defined in FIG. 1) of the hardware resources 302 are
recorded in the RSL recording registers 304.

In the computing system 300, one single physical proces-
sor core 306 is provided, to switch between a normal security
state 308 and a high security state 310 to form two isolated
environments for normal security services and high security
services, respectively. Normal security applications (APs)
312, normal security application programming interface
(API) 314 and firmware of normal security datapath 316 are
used to provide normal security services when the processor
core 306 is in the normal security state 308. In addition, high
security client APs 318, high security client API 320 and
firmware of high security client datapath 322, performed
when the processor core 306 is in the normal security state
308, operate as a security environment switching interface.
The instructions 324 are provided for switching the security
state of the processor core 306. The high security applications
(APs) 326, high security application programming interface
(API) 328 and firmware of high security datapath 330 are
provided for high security services and are performed when
the processor core 306 is in the high security state 310. The
aforementioned software and firmware design allows the
single processor core 306 to switch between the normal secu-
rity state 308 and the high security state 310 in a time-sliced
fashion.

Furthermore, in the firmware design of the processor core
306, no matter what security state the processor core 306 is in,
each of the issued requests is assigned a scope of user access
right (UAR). The assigned UAR may be dependent on the
current security state of the processor core 302, or, in some
embodiments, the protection level of the computing system
(stored in the protection level register 332) may be further
taken into consideration in determining the scope of the UAR.
The determination of the UAR is disclosed in FIG. 1.

The UAR assigned to the issued request indicates available
components of the hardware resources 302. The access right
checker 334 receives the issued request and the assigned
UAR, determines the required hardware resources of the
issued request, and determines whether the received request
has the authority to use the hardware resources 302 in accor-
dance with the assigned UAR and the required hardware
resources of the issued request. When the assigned UAR
covers the resource security levels of all of the required hard-
ware resources of the issued request, the access right checker
334 determines that the issued request has the authority to use
the hardware resources 302 and allows the issued request to
be executed. When the assigned UAR does not cover the
resource security levels of all of the required hardware
resources of the issued request, the access right checker 334
determines that the issued request has no authority to use the
hardware resources 302 and responds to the issued request
with an exception.

A context management module 336 is introduced for afore-
mentioned context store and restore triggered by a change of
the protection level.

FIG. 4 introduces another embodiment for implementing
the architecture of the disclosed computing system. As
shown, in addition to the RSL recording registers 304 of FIG.
3, a finite state machine 402 and hardware resource control
registers 404 are equipped with the hardware resources 302.
The finite state machine 402 models behavior of the hardware
resources 302 and controls the hardware resources 302 via the
hardware resources control registers 404. In comparison with
the access right checker 334 of FIG. 3, the access right
checker 406 further takes a current state of the finite state
machine 402 into consideration when determining whether
the issued request has the authority to use the hardware
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resources 302. When the current security state (the normal
security state 308 or the high security state 310) of the pro-
cessor core meets the current state of the finite state machine
402 and the assigned UAR covers the RALs of all of the
required hardware resources of the issued request, the access
right checker 406 determines that the issued request has the
authority to use the hardware resources 302 and allows the
issued request to be executed. Otherwise, when the current
security state of the processor core does not meet the current
state of the finite state machine 402 or the assigned UAR does
not cover the RALs of all of the required hardware resources
of the issued request, the access rights checker 406 deter-
mines that the issued request does not have the authority to
use the hardware resources 302 and responds to the issued
request with an exception.

FIG. 5 depicts the flowchart of a UAR update procedure.
After booting (step S502) of the disclosed computing system,
step S504 may be performed to define the UAR according to
the current security state of the processor core and the pro-
tection level of the computing system. When the security state
of'the processor core or the protection level of the computing
system is changed, the determination step of step S506 is
performed to verify whether a change rule (for example, the
protection level change rule depicted in FIG. 2) is complied
with. If the change rule is not violated, steps S508 and S510
may be performed. The context management of the step of
step S508 is designed to store and restore the context of the
hardware resources released or isolated in the protection level
change. In the step S510, the UAR is redefined in response to
the change in the security state of the processor core or change
in the protection level of the computing system. The determi-
nation step of step S506 is continuously performed for the
timely update of the UAR. When the determination step of
step S506 determines that the change rule has been violated,
the flowchart is directed to exceptions of step S512 to reject
the illegal security state or protection level change.

While the invention has been described by way of example
and in terms of the preferred embodiments, it is to be under-
stood that the invention is not limited to the disclosed embodi-
ments. To the contrary, it is intended to cover various modi-
fications and similar arrangements (as would be apparent to
those skilled in the art). Therefore, the scope of the appended
claims should be accorded the broadest interpretation so as to
encompass all such modifications and similar arrangements.

What is claimed is:

1. A computing system providing normal security services

and high security services, comprising:

hardware resources, grouped into a plurality of resource
security levels;

a processor core, switching between different security
states including a normal security state for providing the
normal security services and a high security state for
providing the high security services, and assigning a
user access right to a request in accordance with the
security state of the processor core and a protection level
of the computing system, wherein, in comparison with
the normal security state, the user access right assigned
in the high security state for a particular protection level
ofthe computing system further allows the request to use
hardware resources of a higher resource security level,
and, for a particular security state of the processor core,
theuser access right assigned for a lower protection level
covers the user access right assigned for a higher pro-
tection level; and

an access right checker, determining whether the request
has the authority to use the hardware resources in accor-
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dance with the assigned user access right and the
resource security levels of required hardware resources
of the request, wherein:

when determining that the request has the authority to use
the hardware resources, the access right checker allows
the request to be executed; and

when determining that the request does not have the
authority to use the hardware resources, the access rights
checker responds the request with an exception.

2. The computing system as claimed in claim 1, further
comprising a protection level register for determining a value
of the protection level.

3. The computing system as claimed in claim 2, wherein
the processor core initializes the protection level register dur-
ing a security booting procedure of the computing system,
and the processor core is in the security state during the
security booting procedure.

4. The computing system as claimed in claim 3, further
comprising:

a context management module, storing and restoring con-
text of released or isolated hardware resources when the
protection level stored in the protection level register is
changed, wherein the released hardware resources were
initially forbidden from the request before the protection
level was switched to a lower security level, and the
isolated hardware resources were initially available to
the request before the protection level was switched to a
higher security level.

5. The computing system as claimed in claim 4, wherein
the processor core in the high security state is allowed to
switch the protection level to the lower security level.

6. The computing system as claimed in claim 1, wherein
the access right checker determines that the request has the
authority to use the hardware resources when a scope of the
assigned user access right covers the resource security levels
of all of the required hardware resources, or, determines that
the request does not have the authority to use the hardware
resources when the scope of the assigned user access right
does not cover the resource security levels of all of the
required hardware resources.

7. The computing system as claimed in claim 1, further
comprising resource security level registers for determining
the resource security level of each of the hardware resources.

8. The computing system as claimed in claim 7, further
comprising a finite state machine modeling behavior of the
hardware resources and controlling the hardware resources
via control registers of the hardware resources.

9. The computing system as claimed in claim 8, wherein
the access right checker further takes a current state of the
finite state machine into consideration when determining
whether the request has the authority to use the hardware
resources.

10. The computing system as claimed in claim 9, wherein
the access right checker determines that the request has the
authority to use the hardware resources when the processor
core switching between the normal and high security states
meets the current state of the finite state machine and a scope
of'the assigned user access right covers the resource security
levels of all of the required hardware resources, or, deter-
mines that the request does not have the authority to use the
hardware resources when the processor core does not meet
the current state of the finite state machine or the scope of the
assigned user access right does not cover the resource levels
of all of the required hardware resources.

11. A method of providing normal security and high secu-
rity services with reduced amount of hardware resources,
comprising:

providing hardware resources which are grouped into a
plurality of resource security levels;
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providing a processor core switched between different
security states, the different security states including a
normal security state for providing the normal security
services and a high security state for providing the high
security services;

assigning a user access right to a request in accordance with

the security state of the processor core and a protection
level of a computing system including the hardware
resources and the processor core, wherein, in compari-
son with the normal security state, the user access right
assigned in the high security state for a particular pro-
tection level of the computing system further allows the
request to use the hardware resources of a higher
resource security level, and, for a particular security
state of the processor core, the user access right assigned
for a lower protection level covers the user access right
assigned for a higher protection level;

determining whether the request has the authority to use

the hardware resources in accordance with the assigned
user access right and the resource security levels of
required hardware resources of the request;
executing the request when the request is determined to
have the authority to use the hardware resources; and

responding the request with an exception when the request
is determined to not have the authority to use the hard-
ware resources.

12. The method as claimed in claim 11, wherein the pro-
tection level is initialized by the processor core during a
security booting procedure of the computing system, and the
processor core is in the security state during the security
booting procedure.

13. The method as claimed in claim 12, further storing and
restoring context of released or isolated hardware resources
when the protection level is changed, wherein the released
hardware resources were initially forbidden from the request
before the protection level was switched to a lower security
level, and the isolated hardware resources were initially avail-
able to the request before the protection level was switched to
a higher security level.

14. The method as claimed in claim 13, wherein the pro-
tection level is allowed to be switched to the lower security
level by the processor core when the processor core is in the
high security state.

15. The method as claimed in claim 11, wherein the request
is determined to have the authority to use the hardware
resources when a range of the assigned user access right
covers the resource security levels of all of the required hard-
ware resources, or, is determined to not have the authority to
use the hardware resources when the scope of the assigned
user access right does not cover the resource security levels of
all of the required hardware resources.

16. The method as claimed in claim 15, wherein the step of
determining whether the request has the authority to use the
hardware resources further takes a current state of the finite
state machine into consideration.

17. The method as claimed in claim 16, wherein the request
is determined to have the authority to use the hardware
resources when the processor core switching between the
normal and high security states meets the current state of the
finite state machine and a scope of the assigned user access
right covers the resource security levels of all of the required
hardware resources, or, is determined to not have the author-
ity to use the hardware resources when the processor core
does not meet the current state of the finite state machine or
the scope of the assigned user access right does not cover the
resource levels of all of the required hardware resources.
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U.S. Patent No. 8,086,938 NVIDIA DGX Systems

1. Amethod for processing The Lenovo ThinkPad 512GB 2.5” Solid State Drive is a representative example of the
noise interference in a data Accused Products having a SATA 3.0 interface.
accessing device with a SATA

{SeTialAgvarced Teenmelugy ThinkPad 512GB Solid State Drive - Overview

Attachment) interface, the .
method comprising: and Service Parts

Features and specifications

ThinkPad 512GB Solid State Drive (4XBOE76671)

The ThinkPad 512GB Solid State Drive option provides a speedy, light and reliable solution for your data
storage and transfer. The SSD make tasks speedier and safer. Also, with 512GB high capacity, this ThinkPad
512GB Solid State Drive will be one of the best companions for your business.

Technical information

e 2.5"type, 7-mm height
e SATA Revision 3.0 with 6Gbps interface
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Features and specifications

ThinkPad 512GB Solid State Drive (4XBOE76671)

The ThinkPad 512GB Solid State Drive option provides a speedy, light and reliable solution for your data storage and
transfer. The SSD make tasks speedier and safer. Also, with 512GB high capacity, this ThinkPad 512GB Solid State

Drive will be one of the best companions for your business.

Technical information

e 2.5" type, 7-mm height

e SATA Revision 3.0 with 6Gbps interface
* Power saving modes: HIPM, DIPM

e Support NCQ: up to 32 depth

* Synchronous Signal Recovery

* Power specification

e Active: 3.4W (TYP)
e Idle: 50mW (TYP)

Performance specifications

¢ |Interface: Serial ATA

e Capacity: 512 GB

* Sustained Sequential Read up to 540 MB/s

« Sustained Sequential Write up to 330 MB/s

e Shock: Operating and Non-operating 1500G/0.5msec.

* Vibration: Operating: 7~800Hz, 3.08Grms, 30min/axis(X)Y,Z)
* MTBF:1,500,000 hours

Source: https://support.lenovo.com/us/en/solutions/acc100057
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HIOH SPEED SERALIZED AT ATTACHMENT
Send ATA ternanona Organcanon

Serial ATA International Organization:

Serial ATA Revision 3.0

June 2, 2009
Gold Revision

SATA-IO Board Members:

Dell Computer Corporation
Hewlett Packard Corporation
Hitachl Global Storage Technologies, Inc
Intel Corporation
Maxim Integrated Products
Seagate Technology
Waestern Digital Corporation

Sena ATA Reveon 3 0 - Gold Revison

The Accused Products implement a method for processing noise interference in a data
accessing device with a SATA interface.
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Source: SATA 3.0 specification

an error detecting step for
detecting whether thereis a

The Accused Products perform an error detecting step for detecting whether there is a Cyclic
Redundancy Check (“CRC”) error.
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CRC (Cyclic Redundancy
Check) error, whether an
reception error primitive
(R_ERR primitive) is received,
whether an improper
primitive is received, or
whether a LINK layer error is
detected, and repeating this
step if there is no any error;

Source: SATA 3.0 specification

The Accused Products detect whether a reception error primitive (R_ERR primitive) is
received:
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Source: SATA 3.0 specification

The Accused Products detect whether an improper primitive is received.
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Source: SATA lll specification

The Accused Products detect whether a Link layer error is detected.
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10.3.2 CRC Errors on Data FiSes

Following a Serial ATA CRC error on a Data FIS, if the device transmits a Device-to-Host FIS it
shall set the ERR bit to one and both the BSY bit and DRQ bit cleared to zero in the Status field,
and the ABRT bit set to one in the Error field. It is recommended for the device to also set the bit
7 (i.e. ICRC bit) to one in the Error field. See ATA8-ACS.

There is no Device-to-Host FIS transmitted after a Serial ATA CRC error on the last Data FIS of a
PIO-in command nor following a Serial ATA CRC error on the ATAPI command packet transfer.
Thus, there is no mechanism for the device to indicate a Serial ATA CRC error to the host in
either of these cases. The host should check the SError register to determine if a Link layer error
has occurred in both of these cases.

The Accused Products repeat the error detecting described above if there is no error.
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Source: SATA 3.0 specification

a type detecting step for
detecting whether an FIS

The Accused Products perform a type detecting step for detecting whether a Frame
Information Structure (“FIS”) is a data type FIS.

11
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(Frame Information
Structure) is a data type FIS;

12
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Source: SATA 3.0 specification

a responding step for The Accused Products respond to assert the CHECK bit of the ATAPI Status Register when
asserting the CHECK bit of the FIS is the data type. Specifically, the Accused Products set the ERR bit to one when the
the ATAPI Status Register FIS is the data type.

when the FIS is data type;

13
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10.3.2 CRC Errors on Data FISes

_Followina a Serial ATA CRC error on a Data FIS, if the device transmits a Device-to-Host FIS it
shall set the ERR bit to one and both the BSY bit and DRQ bit cleared to zero in the Status field,
“and the ABRT bit set to one in the Error field. It is recommended for the device to also set the bit

7 (i.e. ICRC bit) to one in the Error field. See ATA8-ACS.

_Register 7 | 6 | 5 | 4 | 3 [ 2 | 1] o
Error ERROR

Count(7:0) na

Count(15:8) na

LBA(7:0) na

LBA(31:24) na

LBA(15:8) na

LBA(39:32) na

LBA(23:16 na

LBA(47:40) na

Device na )
| Status | BSY [DROY | DOF | na [ DRQ [ na | na | ERR |

Figure 211 — WRITE FPDMA QUEUED error on command receipt

3.2 References under development

The following ANSI standards under development are referenced. Draft versions of these
standards are available from http://www.T10.0rg or http://www.T13.org.

ATA/ATAPI-8 Serial Transport (ATA8-AST) [ANSI INCITS T13/1697-D]
ATA/ATAPI-8 Parallel Transport (ATA8-APT) [ANSI INCITS T13/1698-D]
ATA Host Adapter Standards - 2 (HBA-2)  [ANSI INCITS T13/2014D]

The ERR bitin the Accused Products corresponds to the CHECK bit of the ATAPI Status
Register.

14
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1.3 Revision 3.0 (Ratification Date: June 2, 2009)

Release that incorporates errata against Revision 2.6:

ECNO001 - Slimline Bump Correction

ECNO002 - Bump Correction

ECNOO03 - State Name Corrections

ECNO04 - ATA Log & Subcode reservations

ECNOO06 - fbaud/10 Jitter Parameter Removal

ECNOO08 - fbaud/500 Jitter Parameter Clarification

ECNO009 - Correcting LBP references in the COMP data pattern and other locations
ECNO010 - Power State Resume Speed

ECNO11 - Data validity clarifications

ECNO12 - Cable & Connector Retention

ECNO13 - Section 13 Corrections

ECNO14 - PACKET State Names

ECNO16 - Long Term Frequency Accuracy and SSC Profile Tests for Transmitters
ECNO17 - OOB Burst/Gap Duration Clarification

ECNO18 - Figure 69 Pin Location Correction

ECNO019 - Cable ISI Test Source Risetime

ECNO21 - External plug height

ECNO022 - Editorial cleanup — 8KB, IDENTIFY DEVICE

ECNO23 - L-Key Opening Correction (Slimline Host Receptacle Connector)
ECNO024 - Contact Current Rating procedure

ECNO25 - Rise Time Measurements

Serial ATA Revision 3.0 Gold Revision

Source: SATA 3.0 specification

page 23 of 663

e o 00 00 00

and the
.

e e e 0 0 00000000

ECNO026 - Gen 3i TX TJ Measurement Location

ECNO027 - Gen3i Rx Differential Return Loss Text Description and Figure Change -
Clarification Only

ECNO028 - Clarification of Test Patterns for Measurement Defined in 7.2 Electrical
Specification

ECNO029 - Addition of Pattern to the TX AC Common Mode Voltage (Gen3i)
Measurement

ECNO31 - Correction to ECN 004

ECNO032 - Correction to TX AC Common Mode Voltage Table Value 'Units'

ECNO33 - Definition of Terms

ECNO34 - Corrections to Technical Proposal 005

ECNO35 - Clarification of Words 76 to 79

ECNO36 - LIF-SATA Clarifications

ECNO37 - Changes made by Technical Integration Work Group

ECNO38 - Key clarification

following new features and enhancements

TPO002 - Gen3 register assignments

TP004 - NCQ Clarifications

TPO0O05 - SATA Speed Indicator in ID String

TPOO07 - Automatic Partial to Slumber Transitions

TPO009 - LIF Connector for 1.8” HDD for SATA Revision 2.6
TPO10 - Serial ATA NCQ Streaming Command

TP011 - Serial ATA NCQ QUEUE MANAGEMENT Command
TP012 - Gen 1 Clock to Data Jitter Definition

TP013 - Connector for 7 mm slimline drives

TP014 - Allow READ LOG DMA EXT to Clear NCQ Error
TPO015 - Remove Device Register from Signature

TP016 - Add Write-Read-Verify to SSP support

TPO17 - Align SATA 2.6 with ATA8-ACS

TP018 - Specification Revisions For Gen3i

and sending back the
response.

The Accused Products send back the response.

15
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15.3 Link layer error handling overview

15.3.1 Error detection
There are two primary categories of errors that the Link layer detects internally:

Invalid state transitions
Data integrity errors

Invalid state transition errors may arise from a number of sources and the Link layer responses to
many such error conditions are defined in section 1. Data integrity errors generally arise from
noise in the physical interconnect.

15.3.2 Error control actions

Errors detected by the Link layer during a transmission are generally handled by accumulating
the errors until the end of the transmission and reflecting the reception error condition in the final
R_ERRp /R_OK; handshake. Specific scenarios are listed in the following sections.

Data integrity errors:

Data integrity errors are generally handled by signaling the Transport layer in order to potentially
trigger a transmission retry operation, or to convey failed status information to the host software.
In order to return to a known state, data integrity errors are usually signaled via the frame
acknowledgement handshake, at the end of a frame transmission, before returning to the idle
state.

The following paragraphs outline the requirements during specific data integrity error scenarios,
and the respective Link error control actions:

On detection of a CRC error at the end of receiving a frame (at EOFp), the Link layer shall notify
the Transport layer that the received frame contains a CRC error. Furthermore, the Link layer
shall issue the negative acknowledgement, R_ERRp, as the frame status handshake, and shall
return to the idle state.

On detection of a disparity error or other 8b/10b coding violation during the receipt of a frame, the
Link layer shall retain this error information, and at the close of the received frame the Link layer
shall provide the negative acknowledgement, R_ERRp, as the frame handshake, and shall notify
the Transport layer of the error.

The control actions are essentially the same for coding violations as for CRC errors.

16
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U.S. Patent NVIDIA GRACE CPUs Incorporating Neoverse V2 Core
No.
8,407,783
1.LA The Lenovo ThinkPad T14s Gen 6 with Snapdragon® is a representative example of the Accused Products. The
computing Accused Products include one or more computing systems providing normal security services and high security
system services.
providing
normal The T14s Gen 6 includes a Snapdragon X Elite or Snapdragon X Plus processor.
security
services and L PSREF
hlgh security 2 en ovo Produc! Specifications
Gt oRa ThinkPad T14s Gen 6 (Sna pdrag_;on) Reference
comprising:
PERFORMANCE
Processor

Processor Family
Snapdragon® X Elite or Snapdragon® X Plus

Processor*”

| Processor Name Cores Max Frequency Cache |Processor Graphics NPU

| Snapdragon® X Elite . 42MB Qualcomm* Qualcomm*® Hexagon™ NPU,
| X1E-78-100 U Total  |Adreno™ GPU up to 45 TOPS
Snapdragon* X Plus a 3.4GHz (single-core) / 30MB Qualcomm?* Qualcomm® Hexagon™ NPU,
| X1P-42-100 13.2GH2 (multi-core) Total Adreno™ GPU up to 45 TOPS

Source: https://psref.lenovo.com/Product/ThinkPad T14s Gen 6 Snapdragon?tab=spec

These processors implement the ARMv8-A architecture.
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The Snapdragon X processor is ARMv8.7-A compliant, which means it
implements the mandatory features of all extensions from ARMv8.0-A (the
base specification) to ARMv8.7-A. Some of these notable extensions include
atomic instructions, CRC instructions, and floating point to integer
instructions. Some notable features NOT implemented include AArch32
support, Big-endian support, and SVE instructions.

Source: https://docs.qualcomm.com/doc/80-78185-2/topic/architecture.html

The Accused Products provide normal security (non-secure) and high security (secure) services:

Processor cluster

Timers -

CLCD

Image loader

I

: I

Address decoding I

Non-secure 3 Secure I

I

i - — - - - J
y.

Memory bus
UARTs Block Non-Secure GIC

PLO11_0 storage RAM " Secure RAM

PLOIL1 Networking | | Virtio devices Sytstellln

PLOL1 2 Host confrofier Non-Secure Secure

PLO11_3 filesystem peripheral peripheral
r=JJJ||Ill . ==

Interrupts Interrupts
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Source: https://developer.arm.com/documentation/100961/1118/Foundation-Platform-Introduction/Platform-
overview/Foundation-Platform-block-diagram

hardware
resources,
grouped into
a plurality of
resource
security
levels;

The Accused Products include hardware resources, grouped into a plurality of resource security levels. For example,
the Accused Products include non-secure RAM and secure RAM resources.

Processor cluster

Timers [

CLCD N

Image loader

i
| |
| ; § o !
: Address decoding Secure i
|

Memory bus ;

UARTs Block Non-Secure GIC
PLO11_0 storage RAM = Secure RAM
PLOIL 1 Networking | | Virtio devices Sytstellln
PLO11 2 Host controtier || Non-Secure Secure
PLO11_3 filesystem peripheral peripheral
E—— L7 ]
Interrupts Interrupts

Source: https://developer.arm.com/documentation/100961/1118/Foundation-Platform-Introduction/Platform-
overview/Foundation-Platform-block-diagram

Additionally, the Accused Products include a series of Exception levels, which have different privileges to control
the system register accessibility and instruction availability. These different Exception levels determine what a
hardware component can do at a specific time.
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Exception levels

he Armv8-A architecture includes a series of Exception levels, which have different privileges to control system register accessibility and instruction availability.

hese different Exception levels determine what a hardware component can do at a specific time. For example, an operating system running at a higher Exception level has access to mord
‘eatures than user software running at a lower Exception level. This means that user software can be prevented from carrying out certain actions and accessing certain features |

Figure 1. Changing exception level and security diagram

Guest 052 Secure 05

Hypervisor

Source: https://developer.arm.com/documentation/102437/0100/Exception-levels

a processor
core,
switching
between

The Accused Products include a processor core, switching between different security states including a normal
security state for providing the normal security services and a high security state for providing the high security
services.
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different
security
states
including a
normal
security
state for
providing
the normal
security
services and
a high
security
state for
providing
the high
security
services, and
assigning a
user access
right to a
request in
accordance
with the
security
state of the
processor
core and a
protection
level of the
computing
system,
wherein,

The processor core of the Accused Products assigns a user access right to a request in accordance with the security
state of the processor core and a protection level of the computing system.

“TrustZone” in the Accused Products provides for Secure or Non-Secure state for the processor. This is selected by
the SCR_EL3.NS bit.

Changing Security state
r s implem he

1en the pi

3is able to access all copies of a

In Armv8-AEL3 is
Secure state. RME

Armv9-A, EL3 is part of Secure state unless RME is implemented. If RME is implemented, Root state is a separation of EL3 from the rest of

t section,

to another you must pass through 3 aging 2 the different available Security states

2, EL1 and ELO. Th

Whene

and act eturn from EL3

Note

At ELO, EL1, and EL2 the PE can be in either Secure state or Non-secure state. You often see this written as:
nlevel 1
1

Changing Security state isd in more detailin Tru

Source: https://developer.arm.com/documentation/102412/0103/Execution-and-Security-states/Security-states

In the Secure state, a Processing Element in the Accused Products can access both the Secure and Non-secure
physical address spaces, and the Secure copy of banked registers. In the Non-secure state, or “Normal world,” a
Processing Element can only access the Non-secure physical address space.
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Security states

tioning te and compartmentalize trust

Non-secure state

en also refe

PE can acces

ning in ti ormal world a pay L em running in th

) protect inform E 5, Ha the two security

Trusted OS

Secure Partition Manager (SPM)

Firmware / Secure Monitor

n more detail in our guide

https://developer.arm.com/documentation/102412/0103/Execution-and-Security-states/Security-states
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Types of privilege

There are two types of privilege relevant to the AArché64 Exception model:

* Privilege in the memory system
* Privilege from the point of view of accessing processor resources

Both types of privilege are affected by the current privileged Exception level.

Memory privilege

The A-profile of the Arm architecture implements a virtual memory system, in which a Memory Management Unit (MMU) allows
software to assign attributes to regions of memory. These attributes include read/write permissions that can be configured to allow
separate access permissions for privileged and unprivileged accesses.

Memory access initiated when the processor is executing in ELO are checked against the unprivileged access permissions. Memory
accesses from EL1, EL2, and EL3 are checked against the privileged access permissions.

Because this memory configuration is programmed by software using the MMU's translation tables, you should consider the
privilege necessary to program those tables. The MMU configuration is stored in System registers, and the ability to access those
registers is also controlled by the current Exception level.

Note

In the Arm architecture, registers are split into two main categories:

¥oeqpas4

* Registers that provide system control or status reporting
* Registers that are used in instruction processing, for example to accumulate a result, and in handling exceptions

Source: https://developer.arm.com/documentation/102412/0103/Privilege-and-Exception-levels/Types-of-privilege
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should know tha

S No Sec

s no disf

Source: https://developer.arm.com/documentation/102437/0100/Exception-levels

Furthermore, secure state EL1 and ELO have different virtual address spaces from non-secure state EL1 and ELO.
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3.3. Virtual address spaces

The memory management guide in this series introduced the idea of multiple virtual address spaces, or translation regimes. For example, there is a
translation regime for ELO/1 and a separate translation regime for EL2, shown here:

Guest OS Intermediate Physical
Virtual address space address space 2
Stage 1 Stage 2 Physical address space
NS.EL1 = : Peripherals .
Guest OS N Virtualization | Peripherals
i lables lables
Application — RAM
TTBRn_EL1 VTTBR_ELZ2 RAM
Flash
Peripherals
—p
Hypervisor
Virtual address space RAM
NS.EL2 I TR Hype I‘."l\\':l
Tables
Flash
TTBRO_EL2

There are also separate translation regimes for the Secure and Non-secure states. For example, there is a Secure ELO/1 translation regime and Non-
secure ELO/1 translation regime, which is shown here:
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Non-secure state, Rich OS

Secure state, Trusted
Execution Environment

S-Pl ]

Source: https://developer.arm.com/-
/media/Arm%20Developer%20Community/PDF/Learn%20the%20Architecture/TrustZone%20for%20Armv8-A.pdf

The Secure state EL1 and ELO have a different virtual address space from the Non-secure state EL1 and ELO. This
permits secure side code from the AArch32 32-bit architecture to be used in a system with a 64-bit operating system
or hypervisor running on the Non-secure side.

Source: https://developer.arm.com/documentation/100935/0100/Switching-betwen-the-Normal-and-Secure-worlds-

Software running in the Normal World (non-Secure state) can only make Non-secure access to memory. Software
running in the Secure world can make Secure and Non-secure accesses for specific memory mappings using the NS
and NSTable flags in its page table entries.

10
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in
comparison
with the
normal
security
state, the
user access
right
assigned in
the high
security
state for a
particular
protection
level of the
computing
system
further
allows the
request to
use
hardware
resources of
a higher
resource
security
level, and,
fora
particular
security
state of the
processor
core, the

In comparison with the normal security state (Normal World, non-Secure state) in the Accused Products, the user
access right assigned in the high security state (Secure state) allows use of hardware resources of a higher resource
security level.

11
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user access
right
assigned for
a lower
protection
level covers
the user
access right
assigned for
a higher
protection
level; and

Secure EL1/ELO

Secure
peripherals

Secure data

Secure code

Non-secure EL1/ELO

Non-secure

Non-secure code

Non-secure data |-

Non-secure data |

peripherals \
—

Translation tables

Secure physical address space

|l RAM
Peripherals
‘ \
\‘
\\ B FLASH
\

Translation tables

Non-é@cure physical address
\
g
RAM
|

¥ Peripherals

I FLASH

space

Figure 12-9 Physical Address spaces

12
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A Processing Element in the secure state can access both the secure and non-secure physical address spaces and the
secure copy of banked registers. A Processing Element in the non-secure state can access only the non-secure
physical address space and system registers that allow non-secure access.

13
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Security states

AArché4 allows for the implementation of multiple Security s s allows a furtl oning of software to isolate and compartmentalize truste
Most Cortex-A processors support two Security states

Secure state
In this state, a Processing Element {PE) can access both the Secure and Non-secure physical address spaces, and the Secure copy of banked registers
Non-secure state

L RGERGIE

gram shows the Exception levels and Security states, with different Execution states

Figure 1. Exception levels and Security states using different Execution states

Trusted OS

Secure Partition Manager (SPM)

Firmware / Secure Monitor

detail in our guide

https://developer.arm.com/documentation/102412/0103/Execution-and-Security-states/Security-states

In addition, for a particular security state of the Accused Products’ processor core, the user access right assigned for
a lower protection level covers the user access right assigned for a higher protection level.

In the Accused Products, higher Exception levels (lower protection) have the privilege to access registers that control
lower Exception levels (higher protection). For example, EL2 has the privilege to access SCTLR_ELI.

14
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Register access

imilar functions that has

n set and will be impler

semantics, The suffix of the

SCTLR_ EL1
Top c ol for ELO and EL1
SCTLR EL2
Top-level system control for EL2
SCTLR EL3
ol for EL3

FOrqPaI4

code running at EL1. Therefore there is no SCTLR_ELO and all control is from the

Higher Exception levels have the privilege to access registers that control lower levels. For example, EL2 has the privilege to access SCTLR_EL1 if necessary. This register
cannot be accessed from ELO, and any attempt to do so generates an exception.

s sometim

with lower Exception

Source: https://developer.arm.com/documentation/102412/0103/Privilege-and-Exception-levels/Types-of-privilege

This is further demonstrated in the description of exception levels which describes how there is a hierarchy of
exception levels at which privilege (and thus access) flows strictly downwards in the hierarchy.

15
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Exception levels

he Armv8-A architecture includes a series of Exception levels, which have different privileges to control system register accessibility and instruction availability.

hese different Exception levels determine what a hardware component can do at a specific time. For example, an operating system running at a higher Exception level has access to mord
‘eatures than user software running at a lower Exception level. This means that user software can be prevented from carrying out certain actions and accessing certain features |

Figure 1. Changing exception level and security diagram

Guest 052 Secure 05

Hypervisor

an access
right
checker,
determining
whether the
request has

The Accused Products include an access right checker that determines whether the user request has the authority to
use the hardware resources in accordance with the assigned user access right and the resource security levels of
required hardware resources of the request. For example, the Accused Products check whether a user’s access rights
include access to “Normal world” or “Secure world” subsystems depending on the resource security levels of
hardware resources required by the request.

16
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the authority
to use the
hardware
resources in
accordance
with the
assigned
user access
right and the
resource
security
levels of
required
hardware
resources of
the request,
wherein:
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Secure Configuration Register

he curren t Spec -secure), and what mode the core

t occur ¢ or not the F an. S he CP. 3 2ww]

s accessible in Secure Privileged modes only. An attempt to acce: regis esults in an Undefined Instruction exception

Changing from Secure to Non-secure state

«d only in Monitor mode. Monitor mode is responsible for switching between states,

uction, All implementations must ensure that any prefetched instructions lowing MOVS

nstructic

NS-bit in any mode

nging from Secure to Non-secure state is an exception return.,

SCR-bit allocation

her with the mode bits in the CPSR, defines wt

NS-bit value Monitor mode

0

1

Additionally, the Accused Products check whether a user’s access rights include, for the given exception level of the
system, privilege to access hardware resources depending on the resource security levels of hardware resources
required by the request.

19
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Types of privileg
There are two types of privilege relevant to the AArché4 Exception mo

* Privi n the stem

* Privilege from the point

re affected i Exception le

The A-profile nemory. Tt
attributes inclu

es from EL1, EL2, and EL3 are checked against the

Because this me nfiguration is programmed by software using the MMU's translation tables, you should consider the privilege necessary to program those tables. The MMU

configuration is stored in System registers, and the ability to access those registers is also controlled by the curren ption level

Note

In the Arm architecture, registers are split into two main ca

that pro ontr

rs that are used in instruction processing nple to accumulate a result, and in handling e

Source: https://developer.arm.com/documentation/102412/0103/Privilege-and-Exception-levels/Types-of-privilege
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Program Status Registers (PSRs

ion level programmers' model prc

The appl
Ci ster (CPSR). The

Current Program Status Re,

Each of the exception modes has

SPSR_mon

The Current Program Status Register (CPSR)

The Current Program Status Register (CPSR) holds pre

the APSR ] ) f
t state. see

the current instructior
te bits for the Thumb If-Then in

iction, see
the current endiannes:
the current processor mode

interrupt and asynchronou:

r operation. All ¢
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1ing an instruction caus instruction fetch memory s. In a

esses can be affected by cha

k. The privilege of these memory
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translation table wz

memory spa th cCes:

* A mode change by an exce entry is synchronc

directly by an instruction.

* Amode change by an exception return instruction is synchronous to the instruction
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stream
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n a Virtual Me
25 to the mode field of the CPSR. Also, if the Security Extensions are imp

ister, addir

This is an application level alias for the

mple, the SPSR for Monitor mode i

nd control information

) implementation,

as follows:
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a synchronous
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Security state

An ARMvS implementation that includes the EL3 Exception level provides the following Security states, each with an associated memory address space

Secure state

In Secure state, the processor

oth the Secure memory address space and the Nonsecure memory address space

EL3, can access all the system control resources.

Non-secure state

In Non-secure state, the processor:

The AArch32 Security state model is unc om the mode ar tv7 impleme that includes the Security Extensions and the Virt n Extensions. When the

implementation u t g XECL st or all Except q g s are banked to provide Secure and

* The Secureinstanceis a
¢ The Non-secu

* The two instances of a banke

The My urity deldescribes how the Security state interacts with other aspects of the ARMvS architectural state.

Source: https://developer.arm.com/documentation/ddi0500/e/

when
determining
that the
request has
the authority
to use the
hardware
resources,
the access
right
checker
allows the
request to be

When the access rights checker in the Accused Products determines that the user request has the authority to use the
hardware resources, the access right checker allows the request to be executed. For example, in the Accused
Products, if the ELO access is enabled, a read request is allowed:

22
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executed;
and

C4.4.2 DC CIVAC, Data or unified Cache line Clean and Invalidate by VA to PoC

The DC CIVAC characteristics are:

Purpose
Clean and Invalidate data cache by address to Point of Coherency.

This register is part of the Cache maintenance operations functional group.

Usage constraints

This operation can be performed at the exception levels shown below:

ELO EL1(NS) EL1(S) EL2 EL3(SCRNS=1)  EL3(SCR.NS=0)

Config-WO WO WO WO WO WO

ELO access is enabled when SCTLR_EL1.UCI is set to 1. When it is set to 0, this operation is
UNDEFINED at ELO.

If ELO access is enabled, this operation is available at ELO when the VA has read access permission,
otherwise it causes a Permission Fault.

Source: https://yurichev.com/mirrors/ ARMv8-A_Architecture_Reference Manual (Issue A.a).pdf

when
determining
that the
request does
not have the
authority to
use the
hardware
resources,
the access
rights
checker
responds the
request with

When the access rights checker in the Accused Products determines that the user request does not have the authority
to use the hardware resources, the access right checker does not allows the request to be executed. For example, in
the Accused Products, if the ELO access is not enabled, the access rights checker responds with a Permission Fault

and denies access:

23
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an C4.4.2 DC CIVAC, Data or unified Cache line Clean and Invalidate by VA to PoC
exception. The DC CIVAC characteristics are:
Purpose

Clean and Invalidate data cache by address to Point of Coherency.

This register is part of the Cache maintenance operations functional group.

Usage constraints

This operation can be performed at the exception levels shown below:

ELO EL1(NS) EL1(S) EL2 EL3(SCRNS=1)  EL3(SCR.NS=0)

Config-WO WO WO WO WO WO

ELO access is enabled when SCTLR_EL1.UCI is set to 1. When it is set to 0, this operation is
UNDEFINED at ELO.

If ELO access is enabled, this operation is available at ELO when the VA has read access permission,
otherwise it causes a Permission Fault.

Source: https://yurichev.com/mirrors/ ARMv8-A_Architecture_Reference Manual (Issue A.a).pdf
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ation settings for AArché4 proc rs are held in a series of registers known as gisters. The combination of settings stem registers defines the
current proces: ntext. Access to the System registers is controlled by the current Exception level.
For example, VBAR_EL1 is the Ve r Bz ddre i d ewhat it i ed for later in th or NOW, W i tant is the _EL1 suffix. Thi

that softw at least EL1 priv

The architecture has many
that have their ow dings i truction set and will be impl; ted separately in hardware.

rs with conceptually similar functions that have names that differ only by their Exception level suffix. Th re independent, individual

names to reflect that they perform similar ta but th t ers with their own a

esthel

There is a System Control Register (.

alignment checking

SCTLR_EL1

Top-level system control for ELO and EL1
SCTLR_EL2

Top-le m control for EL2
SCTLR_EL3

Top-level system control for EL3

YoBqpesy

Note

EL1and ELOsha 8 ion and control is
EL1 accessible i rally followed for other control re

tricted to privile 2 running at EL1. Therefore the CTLR_ELO and all control is from the

Higher Exception levels have the privilege to access registers that control lower levels. For example, EL2 has the privilege to access SCTLR_EL1 if necessary. This register
cannot be accessed from ELO, and any attempt to do so generates an exception.

In th operation of the system, the privileged Exception levels control their own conf ation. However, more privileged leve ometimes access registers associated

with lower Exception levels. For example, this could be to implement virtualization features and context switching

Source: https://developer.arm.com/documentation/102412/0103/Privilege-and-Exception-levels/Types-of-privilege
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